
Position sought Tom Deaderick   
Executive Access Management (IAM) | Governance Sr. Director Access Management 
 HCA Healthcare  
Locations  
Jonesborough, TN or Nashville, TN 115 B.G. Harrell Drive 
Hybrid/Remote (Preferred), Jonesborough, TN 37659 
Open to longer commute for right position Tom@TomDeaderick.com 
 (423) 863-8708 
 
Dear Hiring Manager: 
I have 16 professional certifications, including: 

‒ CISSP (ISC)2 
‒ CISM (Certified Information Security Manager, ISACA) 
‒ CRISC (Certified in Risk and Information Systems Control, ISACA) 
‒ PMP (PMI) 
‒ PMI-ACP (Agile, PMI) 
‒ Professional Scrum Master (Scrum.org) 
‒ Certified Ethical Hacker (CEH) 
‒ ITIL Expert-Level (ITSM) 

 
I am a goal-oriented, self-starting innovator, tenaciously pressing forward, leading others with 
my enthusiasm and commitment. My three most important attributes are: 
 

‒ a passion for research and learning, 
‒ an understanding of human motivation, and 
‒ a mastery of analytics 

 
I thrive on collaboration and partnership, while being an exceptionally adept individual contributor, 
with expansive capabilities: 
 

‒ Business strategy experience - a visionary winner 
‒ Project & Program management – an implementation winner 
‒ Enthusiastic and engaging presenter/speaker – a leader 

 
I look forward to speaking with you. 
 
Tom Deaderick 
 
 
Topics 

1. Management of large-scale Identity & Access Management (IAM) environment. 
2. Exceptional leverage of analytics to overcome business challenges. 
3. Certifications and creative works.  
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1. Management of large-scale Identity & Access Management (IAM) 
environment 

 

‒ 665 thousand active identities (employee & non-employee) 

‒ 3 thousand applications 

‒ 8.9 million application provisions 

‒ 268 million application-settings 

‒ 433 thousand Role IDs (position-based) 

‒ 28 thousand ABAC IDs (attribute-based) 

‒ 42 million approver matrix rules 
 

Directs a department of 10 managers and 132 access coordinators since January 6, 2022. 
 

 
 
Department reorganization 
In December 2022, Access Management completed a yearlong reorganization, purposefully 
allocating the department's resources so that: 
  

‒ Generalized Access Teams that previously performed daily provisioning, rolebasing, 
approval routing configuration, afterhours support and access-related projects, became 
specialized teams capable of increased efficiency and service quality. 

‒ Full 24x7 Access support replaced an on-call model, saving $75k annually while improving 
alignment with hospital needs. 

‒ Impact of acquisition, divestiture, large-scale reorganizations, and application intake on 
Access Operations teams is minimized (Access Projects Team). 

‒ Day one ready-to-work access (via rolebasing) is driven higher. 
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Number of completed requests (shown in blue) tracks with the left axis. 
Requests provisioned within the SLA (shown in orange) tracks with the right axis. 
 
While supporting the business' growing number of requests, Access Management also improved 
SLA performance. 
 
Note: The dip in January 2022 results from a problematic IGA upgrade (performed by another 
department) that required Access Management teams to work round-the-clock developing 
workarounds and mitigating customer impact.  
 

 
 
Average hours to close requests also recorded the best recorded metric in December 23. 
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Hurricanes, nursing strikes and emergency access management 
Access management's crucial role is never more visible than during emergencies. Thousands of 
employees/contractors are redeployed and provisioned in a few days. This is only possible through 
advance preparation, analytics, and rolebasing.  
 
Deaderick's leadership, project management and analytics capabilities brought emergency access 
management to a higher level of performance than ever before.  
 

"Tom spent countless hours working and preparing for the nursing strike out at FWDV, 
before during and even after the event itself - including during Thanksgiving. He even 
sacrificed time with his family to ensure the Division had the support they needed to safely 
take care of patients during this emergency event. We appreciate you and your team's 
efforts Tom more than you know." – Sean Ruehe, Senior Director of Service Operations 

 
Employee engagement 
 

 
 
Directing one of the company's largest departments, Deaderick achieved an employee 
engagement score that is 10% greater than the company average. The key elements of this 
success include: 
 

‒ Transparency/Trust 
‒ Employee confidence in strategic vision 
‒ Encouragement focus 
‒ Decisive response to issue resolution (people, process & technology) 
‒ Turned around perceptions held by other departments of Access Management's value. 
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An innovative leader 
Employee evaluation tool: Annual evaluations suffer from deficiencies like recency bias (when 
managers focus on more recent performance). Employees recognize this and may scale back 
efforts when evaluations are far off. Deaderick developed an employee evaluation tool that enables 
managers to post observations and rankings at any time during the year with real-time employee 
rankings across the department. 
 
Cascade promotions: There are four access coordinator levels. When a coordinator leaves the 
department for another position, the real-time employee rankings identify the highest performing 
coordinator from the next level below and they are promoted to the vacated level. This process 
cascades until the remaining vacant position is entry-level. This transparent and objective 
process increases trust and establishes that performance is the path to promotion. 
 
Strategic Involvement (SI) program: Deaderick developed this program in response to an 
employee engagement survey question, "I am satisfied with my involvement in decisions that affect 
my work". Employees were taught the Capabilities Maturity Model (below) and the Objectives & 
Key Results (OKR) approach created by Intel's Andy Grove. Each team developed a list of ideas and 
improvements, and then selected their top improvement opportunity (the process repeats 
annually). Deaderick meets with the teams weekly, reviewing progress and providing coaching and 
relevant training along the way. 
 
The SI program identifies opportunities that leadership might never target, but that were impactful 
at the operations level. The SI program was overwhelmingly successful, achieving an improvement 
in the next employee engagement survey of eight percent, as well as improving operational 
opportunities. 
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Identity & Access Academy: Although employees are encouraged to spend time each week on 
continual learning, and provided PluralSight licenses, employee engagement responses indicated a 
need for a training structure that recommended courses for different career pathways within the 
department. Deaderick created the I&A Academy with recommended tracks for Access Operations, 
Access Projects, and Access Assurance positions with internally developed and curated external 
courses recommended for each salary level. 
 
Fiero: Experienced leaders understand the limitations of salary 
increases, bonuses and promotions in creating highly engaged and 
enthusiastic workers that are dedicated to increasing their craft. 
Budgets are finite, and as much as we might hope that a promotion 
a year ago would create sustained motivation, we understand that 
it does not. 
 
An achievement economy is limited solely by a leader's creativity, 
understanding of human motivation and mastery of analytics.  
 
Download the Fiero Walkthrough PDF and experiment with the Fiero Concept. 
  
Fiero concept overview and guide (PDF) 
Fiero Concept 
  
 

 
  

https://www.tomdeaderick.com/_files/ugd/c5ce5e_c3ae6bdd526447409318a2430b797d91.pdf
https://bit.ly/fiero-concept
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2. Exceptional leverage of analytics to overcome business challenges 
The foundational importance of 
identity attributes is far-ranging. 
 
Critical business decisions are 
made with a presumed 
confidence in the upstream 
data. 
 
Identity data originates in 
upstream HRIS, financial 
systems, and external systems 
for non-employees. 
 

 
Deaderick prioritized root cause analysis for any reported "access issues" and developed analytics 
tools for IAM managers and coordinators to simply enter a username and pull data from multiple 
logs, enabling ground-level root cause determinations. 
 
Deaderick's persistence and tenacity paid off. The "access issues" that were attributed to issues 
with IAM's IGA system and processes, were conclusively proven to arise from upstream data 
integrity and errors in the HRIS-IGA interfaces.  
 
Deaderick proved that these upstream issues produced over 100 thousand identity attribute errors, 
and leadership acted quickly to prioritize corrections in the upstream HRIS systems and processes.  
 
Deaderick's analytics mastery fosters iterative approaches. 
For an IAM leader, hands on analytical ability is crucial, and enables: 
 

Insights into data relationships and upstream data integrity inconsistencies that must be 
addressed or coded around. When external teams provide analytics, these insights are 
lost.  

 
Continual iterative improvements that fit the organization's unique business needs. An 
IAM leader lacking the ability to directly mine data (SQL, BigQuery, Python, etc.) must 
document requirements for external analysts, while an IAM leader with firsthand 
analytical abilities can develop functional prototypes that prove hypothesis before 
allocating the investment (time and cost) needed to operationalize a new process or tool. 
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Example (above) 
Deaderick developed SQL scripts and visualizations that analyze the commonality of 
applications held by different attribute populations. 
 

‒ Applications held by 65% of the population should be rolebased.  
‒ Applications held by 30-64% of people are reviewed with managers to determine if 

rolebasing is appropriate, and if business policies permit rolebasing for the role.  
‒ Applications held by less than 30% of an attribute population are outliers. 

 
Measuring rolebasing progress 
Two challenges in rolebasing large populations are: 
 

‒ Condensing millions of data elements into meaningful and simple metrics 
‒ Combining rolebasing & access management (provisioning focused) objectives 

 
For example, the question below is seemingly straightforward. 
 
Q: What is the state of rolebasing efforts? 
 
Answering this question requires a clear assessment of the less-commonly-held provisions to 
determine if each attribute population should have an application. Interviewing thousands of 
managers is not sustainable, especially so given that more applications are enabled weekly. 
 
Fortunately, interviews are unnecessary.  
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A manager that has requested (or approved, depending on the provisioning model) a 
provision, has already indicated the provision should be held. Effectively, analysis of currently 
held provisions is a manager survey that requires no additional time-investment on the part of 
the manager. 
 

 
 
The numbers indicate positions with manually requested provisions, meaning they were not 
rolebased, and the manager requested them in the IGA. 
 

‒ Large numbers indicate rolebasing gaps. 565 positions in Division H hold manually 
requested EHR Template 4 provisions, indicating rolebasing gaps for these positions. 
Closing these gaps eliminates the need for manual requests for new hires (improving 
day-one-access). 
 

‒ Small numbers indicate outliers. Divisions A-F have small numbers of manually 
requested EHR Template 4 provisions. This template is designed for Divisions G and H 
and should not be held by other Divisions. 

  
Outliers occur when provisions from a prior role were held past the transition date (often 
requested by managers) or when managers approved access to provisions that are not 
appropriate for the subordinate's job duties (exceptions). 
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The report is a powerfully simple baseline for measurement of progress and may be run at 
regular intervals to detect and eliminate gaps due to intake of new positions or provisions. 
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3. Certifications and creative works 
 

 
 

Certifications held by Tom Deaderick 
 

 
 
Deaderick has written six science fiction novels and has written and illustrated a children's 
storybook. 
 
More information: http://TomDeaderick.com 

http://tomdeaderick.com/

